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Abstract

The procedures for processing sequence numbers outlined in recommendation Y.1411 and being proposed for other recommendations contain a security vulnerability that may be exploited by an attacker to intercept tunnelled data protected by link level encryption. A partial solution is proposed.

Discussion

In subsection 7.3.3.3.1 of Y.1411 we find procedures for setting the sequence number field of the common interworking indicators. These procedures require the first packet sent on the interworking LSP to have its sequence number set to 1, and for subsequent packets to be incremented by 1.

Since no payload level encryption methods have been proposed, users requiring protection against their traffic being intercepted by third parties would commonly employ link-layer encryption. Use of such technology would be unknown to the IWF.

Knowledge of plaintext and access to the encrypted version may enable breaking of such schemes. In particular, knowledge of consecutive bits at known locations is considered a security hole. In the present case, up to 32 bits of common interworking indicators may have known values. For example, for the N:1 case, the control field and length field (for large packets) are zero, and the sequence numbers follow a predetermined pattern.

A commonly employed protection mechanism in such cases is to start the sequence number at a random value. This does not lead to loss of functionality, but may require slight change in the processing procedures at egress.

The relationship of consecutive sequence numbers may still be exploited by an attacker, but to exploit b bits of sequence number requires checking 2b possible starting values, and exploitation of the entire sequence number would thus be 64K times more expensive than when using the present procedures.

Proposal

We propose changing the text to read:

The sequence number should be set to a random value for the first MPLS frame transmitted on the

interworking LSP.
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